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There are more black swans out there
than one might think…
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The nature of catastrophic risk is changing due to globalization

“The

ability … for contagion [to
spread] across borders and across
businesses is much higher than it used
to be. And in this world where
everybody’s interconnected, the
amount of time it takes for a crisis to
spread – it's much faster than it used
to be.”
– CRO, Global Financial Services Firm

3

Catastrophic Risks Companies Have Faced
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Risk Analysis and Management Process
1. Identify Risks

8. Monitor Progress and
Update the Strategy.

2. Prioritize Top Risks

3. Undertake Risk
Assessment

7. Implementation

4. Identify Risk
Management Options

6. Design Crisis
Management Strategy

5. Design Risk
Management Strategy
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Linking Intuitive and
Deliberative Thinking for
Dealing with Extreme Events

KNOWLEDGE FOR ACTION
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Intuitive Thinking (System 1) & Deliberative Thinking (System 2)
System 1 operates
automatically and quickly
with little or no effort
• Individuals use simple
associations including
emotional reactions
• Highlight importance of
recent past experience
• Basis for systematic
judgmental biases and
simplified decision rules

System 2 allocates attention to
effortful and intentional mental
activities
• Individuals undertake trade-offs
implicit in benefit-cost analysis
• Recognizes relevant
interconnectedness and need
for coordination
• Focuses on long-term strategies
for coping with extreme events
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Behavior Triggered by Intuitive (System 1) Thinking
Myopia – Focus on short-time horizons in
comparing upfront costs of protection with
expected benefits from loss reduction.

Amnesia – Forget the lessons of the past and
decide not to undertake protective measures.

Optimism – Underestimate the likelihood of
extreme events; they are below one’s threshold
level of concern.
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Behavior Triggered by Intuitive (System 1) Thinking
Inertia – Maintaining the status quo because of
the time and effort to change and the
uncertainty of the outcome.

Simplification – Attending to only a few of the
relevant factors.

Herding – Basing one’s choices on the actions
of others.
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Deliberative Thinking by Firms in Managing Risk
Many firms we interviewed are engaging in more deliberative thinking when
developing risk management strategies.
“We have discovered that the models that are retrospective in nature don’t
always accurately predict the future. By adding stress testing and scenario
analysis to our models, we ask questions such as what bad things could
happen for this calamity to occur?”
– CRO, Financial Institution

“Sometimes I find probabilities very difficult to quantify. Severities are much
easier to quantify in my mind. For a CRO, thinking of all the key risks,
worrying about severity first, worrying about perfectly assessing the severity
first and then perfectly assessing the probability is how I would approach the
order of operations. It is very easy psychologically to be convinced that
things are fine, the probability of that event is remote. And so getting that
balance right is the key part of my job.”
– CRO, Insurance Company
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Finding 1: Companies are now learning to take low-probability,
high-risk events more seriously than they did before.

1

Firms are
learning to
take “black
swans”
seriously

If you’re thinking you only have a 0.001%, not in your lifetime,
chance of gold markets spiking, or liquidity dissipating, you’re
doomed, because you know that’s going to happen.
– CRO, Financial Services Company
You can’t just say, ‘You know what? That event’s never going to
happen’. Look what’s going on in Japan, the BP Macondo, and the
two hurricanes in the Gulf Coast.
– VP Health & Safety, Energy Company
The modeling that we use to anticipate these black swans and the
resulting capital that we have to set aside for these anticipated risks
are taken far more seriously than they were before.
– Dir. of Risk Management, Financial Services Company
Senior management now defines certain thresholds above which
risks are elevated for review.
– Risk Manager, Energy Company
It took a disaster for us to pay attention to the design of our plants.
– CRO, Information Technology firm)
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Finding 2: Firms with an active dialogue among industry leaders
and government officials are more proactive in managing risks.
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Firms
are more
proactive in
networked
industry
sectors

What we’ve tried to do in the last six months is to reach
outside the oil and gas industry and look at how a few other
people are managing risk. We’ve spent time with financial
companies to understand how they view risk, and whether
we have some blind spots.
– VP Health & Safety, Energy Company
I get calls all the time from other security VPs who didn’t
know something was a potential risk. You can’t develop a
plan if you don’t know where the threat vectors are, which
means having good liaisons with the federal, state and local
government, the fusion centers, and law enforcement.
– VP Corporate and Information Security, Energy Company.
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Finding 3: Firms that learn from near misses and catastrophic
losses by doing post-mortems become better at managing adverse
events.
can
3 Firms
learn from

near misses
and adverse
events

Prior to 2007, enterprise risk consisted of internal audit, standards
compliance, etc. We had no dedicated risk management effort.
Watching what happened at Enron, WorldCom, etc., the board decided
to look at enterprise risk management in a different way.
– VP Corporate Strategy, Auto Parts Supplier
After the 2008 financial crisis, we created a clear process to define our
risk appetite, and made changes in risk governance. Like many banks,
we carried out a risk management overhaul. Deleveraging and
recapitalization were key.
– CRO, Investment Banking Firm
The mistakes we made with Hurricane Rita [in 2005] helped us prepare
for Hurricane Ike [in 2008]. We inadvertently sent all of the repair
crews to one area during Rita, resulting in a bottleneck, which made it
look to the media like we were doing nothing.
– Risk Control Manager, Energy Company.
We did a postmortem after Katrina and now can get supplies and
equipment much more quickly by working with local authorities in the
event of a natural-disaster.
– Risk Manager, Chemical Company
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Finding 4: Trade and professional associations can play a vital role
in disseminating experienced-based lessons to firms in the
industry.
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Firms can
learn from
catastrophic
losses of
others to
improve their
own
operations

Watching what happened at Enron and WorldCom,
we decided to look at enterprise risk management
differently.

– Auto-parts supplier

We looked to investment banks following the
financial crisis of 2008 to understand how they view
risk to determine. whether our firm has some blind
spots.

– Oil company
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Finding 5: Firms that have had active dialogue with government
officials are likely to be more aware of the diverse risks that can
impact them.
can
5 Firms
learn from

an active
dialog with
others

We emphasize the importance of having good liaisons
with the federal, state and local government and law
enforcement so we can know where the threat vectors are.
– Energy company

We have developed a methodology for identifying top risks to
the company by establishing a governance structure in
collaboration with the board of directors so that there is a
well-defined risk universe shared with everyone in the
organization.
– IT company
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Finding 6: Firms that have invested time, human resources and
money into preparing for catastrophic situations are likely to
bounce back quickly and enhance their reputations.
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Firms that
prepare for
disruptions
can bounce
back quickly
from them

We ranked critical areas by tiers recognizing the
importance of making sure their core operations units
were functional as soon as possible.

– Investment Bank

We took steps so that our customer agents would be
up and running within an hour.

– Consumer Services firm
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Five Steps towards Mastering Catastrophic Risk
Know your risk appetite and risk tolerance
By specifying these two metrics, companies can better determine the risks they
are willing to take and the protective measures required as a result.
Consider worst-case scenarios
Scenario planning, sensitivity analyses and stress testing enable firms to
determine where the benefits of preventive measures exceed their costs for a
wide variety of consequences across a range of severe events
Stretch time horizons
Rather than framing the annual likelihood of a specific adverse event as one-in-ahundred, consider that over the next thirty years, the probability is one-in-four.
Appreciate global interconnections
Manufacturers depending on a single supply source can face disruptions from
disasters on the opposite side of the globe.
Act fast, even with imperfect information
Complete data for making management decisions are never available, and even
less so in the midst of a crisis, but that is precisely when fast and informed
decisions are needed.

Summary
Value of past experience in managing catastrophic losses
Power of proactive boards to review firm risk exposure and
mitigation strategies on an ongoing basis
Importance of regular drills, tabletop exercises and simulations to
prepare key personnel to act decisively in a crisis
Role of catastrophic risk management (CRM) in helping firms
eliminate outsized risks and focus on more effective allocation of
financial and human capital
Implementation of a CRM strategy requires at least a year of
concerted effort by the C-Suite working together with the Board
and line employees.
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